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U. AMENDMENTS TO THE CLAIMS 

The following is a courtesy copy of the currently pending claims; no revisions have been 
made via this document: 



1 . (Previously Presented) A method of communicating state information 
client having a memory, the method comprising the steps of: 

i) providing an asymmetric encryption method having a public 
and said server and a private key provided to said server; 

ii) said client communicating a client request to said server to 

iii) said server responsive to receiving said client request, perf<|>rmj 
and creating a single state object containing post-action state information; 

iv) encrypting said state object using said private key; 

v) communicating said encrypted state object and a result of 
client; and 

vi) storing said encrypted state object in said client memory. 



key provided to said client 

perform a server action; 
ing said server action 



2, (Original) A method according to claim 1 , further comprising the 
vji) said client communicating a subsequent client request to s 

server action and said server receiving from said client said encrypted 

subsequent client request; and 

viii) said server, responsive to receiving the subsequent client 

received encrypted state object using said public key. 
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id server to perform a 
state object with said 



said 



request, decrypting said 
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3. (Original) The method according to claim 2, farther comprising the 

ix) said server, after decrypting said received encrypted state otyject 
said received state object has been modified. 



step of: 

verifying whether 



4. (Original) The method according to claim 1, wherein said server is Stateless and said client is 
st ate ful. 



5. (Original) The method according to claim 1, comprising the further 
decrypting said state object using said public key. 



step of said client 



6. (Original) The method according to claim 3, said method comprises 

x) said server, after verifying that said received state object has 
state information contained therein to perform the requested action; 

xi) responsive to performing the requested action, replacing previous state information 
with new state information in said state object; 

xii) encrypting said state object with said private key; and 

xiii) sending said encrypted state object and a result of said server action to the client 



the further steps of: 
not been modified, using 
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7. (Previously Presented) A data processing system for communicating state information between 
a server and a client having a memory, said data processing system comprising: 

i) means for receiving a client request to perform a server action; 

ii) means, responsive to said client request receiving means, for performing said server 
action and creating a single state object containing post-action state information: 

iii) means for encrypting said state object comprising an asymmetric i 
having a public key provided to said client said server and a private 1 
and 

iv) means for communicating said encrypted state object and a 
to said client. 



key 



8. (Original) A data processing system according to claim 7, further comprising; 

v) means for receiving from said client said encrypted state object with a subsequent 
client request to perform a server action; 

vi) means, responsive to said means for receiving said subsequent client request, for 
decrypting said received encrypted state object using said public key; imd 

vij) means for verifying whether said received state object has been modified. 



encryption method 
provided to said server; 



result of said server action 



8, further comprising: 
i information contained in 



9. (Previously Presented) A data processing system according to claim : 

v) means, responsive to said verifying means, for using state ii 
said state object to perform said requested server action; 

vi) means for replacing previous state information with new st£te information in said state 
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object; 

vii) means for encrypting said state object using said private 

viii) means for sending said encrypted state object and a result 
said client. 



k^y; and 
of said server action to 



1 0. (Original) The data processing ^stem according to claim 9 further 
receiving said encrypted state object; means for decrypting said state 
key; and means for storing said encrypted state object. 



comprising means for 
Object using said public 



• communicating 



11. (Previously Presented) A computer program product for 
between a server and a client having a memory, said server provided 
private key of an asymmetric encryption method and said client 
asymmetric encryption method, said computer program product compjrising: 

a computer usable medium having computer readable program 
said medium for receiving a client request to perform a server action; 

said computer usable medium having computer readable 
in said medium, responsive to said client request receiving means, for 
action and creating a single state object containing post-action state 

said computer usable medium having computer readable 
in said medium for encrypting the created state object with the private 
encryption method; and 

said computer usable medium having computer readable program code 



program 



program 
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provided with a public key of an 



code means embodied in 



code means embodied 
performing said server 
ujformation; 

code means embodied 
key of said asymmetric 
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means embodied in said medium, responsive to said encrypting means, for sending said 
encrypted state object and a result of said server action to said client. 



12. (Original) A computer program product according to claim 1 1 
computer readable program code means embodied in said 

client said encrypted state object with a subsequent client request to 

computer readable program code means embodied in said med 

means for receiving the subsequent client request, for decrypting said 

object using said public key; and 

computer readable program code means embodied in said 

decrypting means, for verifying that the received state object whether 

has been modified. 



fun hen 



comprising: 
medium for receiving from said 
perform a server action; 
iurxi, responsive to said 
received encrypted state 



medjum, responsive to said 
jsaid received state object 



comprising: 
meqjum for replacing previous 



13. (Original) A computer program product according to claim 12, 

computer readable program code means embodied in said 
state information with new state information in said state object; 

computer readable program code means embodied in said medium for encrypting said 
state object using said private key; and 

computer readable program code means embodied in said 
encrypted state object with said new state information and a result 
from said subsequent client request to said client. 
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14. (Previously Presented) A computer program product for communicating 
between a server and a client having a memory, said server provided 
private key of an asymmetric encryption method and said client provided 
asymmetric encryption method, said computer program product comprising 

a computer usable medium having computer readable program 
said medium for sending a client request to perform a server action; 

said computer usable medium having computer readable program 
in said medium for receiving the results of said server action and a 
post-action state information wherein said state object is encrypted wit[h 
asymmetric encryption method, and means for storing said state object 

said computer usable medium having computer readable 
in said medium for decrypting said state object with the public key 
method. 



program 



state information 
a public key and a 
with a public key of an 



code means embodied in 



code means embodied 
e state object containing 
said private key of said 
on the client; and 
code means embodied 



of j^aid asymmetric encryption 
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